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QUANTITATIVE IMPACT ANALYSIS

Objective of quantitative impact analysis: assess the impact of events occurring 

on the infrastructure

An event can be:

An attack

A Course of Action (CoA) deployment

Impact quantification performed on two dimensions:

Operational impact (assessed by the Business Impact Analyser)

Impact in preventing business entities from working as intended

Financial impact (assessed by the Response Planner)

Evaluation of CoAs in terms of financial impact for the company
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QUANTITATIVE IMPACT ANALYSIS

Added value of quantitative impact analysis

Provide concrete understanding of the attack impact in the company

Which business entities are likely to get impacted? 

Which services/departements of the company are concerned?

Provide the SOC analyst an appreciation on the level of emergency of the situation

Are the impacted business entities likely to have an immediate impact on the 

company?

What is the downtime tolerance of the impacted assets?

Evaluate and rank CoAs for deployment

Is it worth deploying a costly CoA to mitigate an attack with little impact? 
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BUSINESS IMPACT ANALYSIS

Business Impact Analyser

Quantifies the impact of external events on business functions / processes

Impact: business function / process not operating as intended

Relies on Business Logic Modelling through a graph representation of the 

company’s assets and business functions / processes

The goal is to provide an operational impact analysis of attacks (or CoAs)

Attacks or CoAs affect a specific asset

The impact on that asset may propagate to other assets, and to business 

functions / processes
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BUSINESS IMPACT ANALYSIS

The Business Impact Analyser focuses on the situation where an attack 

successfully compromises an asset

Based on the results from the ADG analyser

The Business Impact Analyser then:

Computes the probability of preventing business functions and processes 

from working as intended

Computes the critical time, under which no significant impact is expected

In most use cases, the Business Impact Analyser receives a request before a 

manual action from the SOC operator (CoA generation)

It provides the level of emergency of the situation to the SOC operator
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BUSINESS LOGIC MODELLING

Business Logic Modelling comprised of 2 graphical probabilistic models:

Mission Dependency Model

Resource Dependency Model

Based on Bayesian networks

Theoretical formalism allowing the representation of probabilistic causes / 

consequences

Global reasoning with local knowledge

In the context of SOCCRATES: if a node is impacted, it has a probability to 

impact other nodes

Example: if an asset is unavailable, all the assets which exchange data with 

it will be impacted too

Propagation up to business functions and processes
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BUSINESS LOGIC MODELLING

Mission Dependency Model

Nodes: list of business functions (BF) and processes (BP)

Each BF and BP is associated to a criticality value

Edges: dependencies between BF and BP with two valuations

Local impact probability

Downtime tolerance

Model mostly stable in time, but hard to automate

Resource Dependency Model

Nodes: list of assets + shock events (attack, CoAs)

Edges: dependencies between assets in terms of impact probability

Model that requires frequent updates, but automatable
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BUSINESS LOGIC MODELLING

Mission Dependency Model

Bayesian Network

Linked to Resource 

Dependency Model (e.g. 

nodes A and B)

Resource Dependency Model

Fine-grained analysis of inter-

assets impacts

External events (attacks, CoAs) 
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TEMPORAL ASPECTS

Mission Dependency Model

Each dependency has two valuations

Impact probability

Downtime tolerance

Downtime tolerance indicates the amount of time before the impact 

propagates

Example: if a BF only relevant during work hours is impacted during a night time 

attack, it will have several hours of downtime tolerance

Each BF / BP has a critical time

Amount of time before the initial impact can propagate and cause significant

impact on this BF / BP
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BUILDING THE MODEL

Mission dependency model

Mostly built manually due to the lack of automated tools

Partial model can be derived from BPMN models

Resource dependency model

Impact probability between assets evaluated from amount of traffic exchanged

Netflow data
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BUILDING THE MODEL

Model with impact probabilities Model with downtime tolerances
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RESPONSE PLANNING

Response Planner

Quantifies the financial impact of CoAs for a given attack

Computes a value that can be either negative (CoA that should not be 

deployed) or positive

Metric: RORI (Return on Response Investment)

Takes into account various parameters, such as the loss due to the attack, 

the size of the company, the effectiveness and cost of the CoA

Collateral damage is included in the evaluation

The goal is to provide a ranking of selected CoAs

The higher the RORI value, the more beneficial it is to deploy the CoA
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RESPONSE PLANNER – RORI

RORI = (ALE x RM) – ARC   x  100

ARC + AIV

Fixed Parameters Variable Parameters

Annual Loss Expectancy (ALE) 

Impact Cost in the absence of

countermeasures (e.g., $/year)

Annual Infrastructure Value (AIV)

 Fixed costs regardless of the

implemented CMs (e.g., $/year)

Risk Mitigation (RM)  Percentage of

reduction of the total incident cost after

the implementation of a

countermeasure

Annual Response Cost (ARC) 

costs associated to a given

countermeasure (e.g., $/year)
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RORI INTERPRETATION

The RORI value can be either positive or negative

RORI = 0 when no countermeasure is applied

RORI < 0 means that the countermeasure will negatively impact the system

RORI > 0 means that the countermeasure will positively impact the system

The greater the RORI value, the better the countermeasure

The RORI value can be compared only for CoAs addressing the same attack
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PARAMETER EVALUATION

Parameter specific to the infrastructure

AIV (Annual Infrastructure Value)

Can be estimated based on Capex + Opex

Parameter specific to the attack

ALE (Annual Loss Expectancy)

Parameters specific to the CoA

ARC (Annual Response Cost) and RM (Risk Mitigation)

ARC can be estimated based on Direct costs + maintenance costs + collateral
damage

RM can be estimated from attack surface coverage analysis or from other metrics (in 
the case of SOCCRATES, from old and new TTC values)
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USE CASE DESCRIPTION

Case of an e-commerce company

Focus on 3 business processes modelled with BPMN

BP1: Place order

BP2: Manage stock

BP3: Pack and ship order

How to perform business impact analysis based on these models?

Create BLM graphs from BPMN models

Tweak

Evaluate the dependencies
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BP1: PLACE ORDER
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BP2: MANAGE STOCK
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BP3: PACK AND SHIP ORDER



28 08/06/2021

BP1: FROM BPMN TO BLM
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BP1: FROM BPMN TO BLM



RESOURCE DEPENDENCY MODEL

Probability values derived from traffic matrix

Some assets are not present in the mission dependency model

Example: Database
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BIA DEVELOPMENT

Convert the assets 

traffic matrix into a 

probability matrix

Display the impact 

probability for each 

business function

Manipulate the graph

Calculate the impact 

probability and the 

asset criticality

Build the graph of 

assets and business 

functions

Create the adjacency 

matrix from two matrices: 

the asset matrix and the 

business function matrix

Data Preprocessing



WP5 – BUSINESS IMPACT ANALYSER

Thank you for your attention!

Questions?
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