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SECURITY ORCHESTRATOR, AUTOMATION AND 
RESPONSE (SOAR)

SOARs emerge as a set of tools for automating cybersecurity processes:

 Managing threats and vulnerabilities

 TIP (Threat Intelligence Platforms)

 Managing the response to Security incidents

 SIRP (Security Incident Response Platforms)

 Automating cyber security operations

 SOA (Security Orchestration and Automation)
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REQUIREMENTS FOR A SOAR

Have a wide and varied set of tools capable of covering all aspects of the cyber
security protection

 Tools for monitoring, vulnerability scanning, impact analyzers, response 
planners, etc.

Clearly define processes associated to incidents:

 What to do (what tools to invoke) when certain type of incident happens

Clearly define responsibilities for actions and decisions to take

 Human in the loop is always desirable for certain actions
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WHAT TO EXPECT FROM A SOAR

Easy interconnection with external tools

Easily create playbooks that
represents the processes to execute

in case of incidents

Keep track of the status of incidents



SOCCRATES ORCHESTRATOR
Combination of two main technologies: Activiti and Cortex

Activiti (https://www.activiti.org/): the core of the orchestrator. BPMN engine to run 
workflows

Cortex (https://github.com/TheHive-Project/Cortex): middleware that act as 
abstraction layer between the workflow engine and every tool
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WORKFLOW ENGINE
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CONNECTORS TO TOOLS
Cortex acts as interface between the orchestrator engine and the external tools

Connectors are written in Python and deployed in Cortex

Cortex Analyzers: 

An action is invoked and a result is obtained

e.g., start virus scanning, returning the result

Cortex Responders:

An action is carried out. No result is obtained:

e.g., send an email 



CONNECTORS IN SOCCRATES

Tools interacting with the workflow:

Orchestrator

Infrastructure
Modelling

Threat
Intelligence

Platform

Course of
Action

Response 
Planner

Impact
Analyzer

Tools triggering the workflow:
SIEMs, after a security alert is detected

Threat Intelligence Platform, when a new threat is noticed

Infrastructure Modelling Component, when a new vulnerability
is found

Infrastructure Modelling Component, when a new configuration
change is detected

Infrastructure Modelling Component, when a new system is
detected in the infrastructure

Workflows are triggered by these tools by using the Activiti
REST API

In the API request, every tool includes information about the
event to be managed by the Orchestrator (alerts, 
vulnerabilities , etc)
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RECONFIGURATION

The Reconfiguration component in SOCCRATES acts as a link between the CoA produced after the 
execution of the workflow at the Orchestrator engine and the IT systems of the infrastructure. 

The Reconfiguration component allows to transform a CoA to direct actions that might be directly 
enforced or used by IT staff to manually enforce in an organization’s infrastructure

In both cases, a human in the loop is required to authorize changes in the IT infrastructure, 
especially when those changes are critical and might involve turning off certain systems and 
consequently impacting business continuity of the organization

The Reconfiguration component can be interconnected with different types of infrastructure systems

Direct communication with infrastructure systems (i.e., scripts to update software or rebooting)

Use OpenC2 commands to trigger actions on systems

Reconfiguration

Orchestrator workflow

Course of Action
Organization 

IT 
infrastructure

SOCCRATES domain IT support domain
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RECONFIGURATION WORKFLOW

(Automated)
Reconfiguration

Open 
ticket

Analyst 
action

Trigger
reconfiguration

Redmine/Jira/…

Cortex responder Cortex responders

Infrastructure
systems

Validate response

Analyst 

Open ticket

Open ticket

Close 
ticket

Redmine/Jira/…

Cortex responder

Close ticket

Close ticket

Trigger response

Trigger response

Example reconfiguration workflow



OASIS OpenC2 
Background

Synchronization of cyber defense mechanisms, and automated actions at machine 
speed against current and pending cyber attacks. 

Creating standard interfaces and protocols to facilitate the integration of components 
resulting in a more flexible and interoperable cyber defense system.

Established in August 2015 as a self-chartered industry driven group chaired by the 
National Security Agency (NSA). In June 2017 the forum transitioned to OASIS 
Open Command and Control (OpenC2).

Technology and vendor agnostic.

Specifications includes:

Semantic language: semantics for the essential elements of the language, the 
structure for commands and responses, etc.

Actuator profiles: specify the subset of the OpenC2 language relevant in the 
context of specific Actuator functions.

Transfer specifications: utilize existing protocols and standards to implement 
OpenC2 in particular environments.



OASIS OpenC2 
Background

Components of OpenC2

Producer: manager application that sends Commands.

Consumer: managed device/application that receives Commands.

Message: content- and transport-independent set of elements conveyed between Consumers 
and Producers.

Response: Message from a Consumer to a Producer acknowledging a Command or returning 
the requested resources or status to a previously received Command.

Action: The task or activity to be performed (e.g., 'deny').

Actuator: The function performed by the Consumer that executes the Command (e.g., 
'Stateless Packet Filtering').

Argument: A property of a Command that provides additional information on how to perform 
the Command, such as date/time, periodicity, duration, etc.

Command: A Message defined by an Action-Target pair that is sent from a Producer and 
received by a Consumer.

Target: The object of the Action, i.e., the Action is performed on the Target (e.g., IP Address).

Sources:
http://openc2.org/
https://doi.org/10.1016/j.cose.2020.101999



OpenC2

OpenC2 Command
{

"action": <action>, 
"target": <target>,
"args": <arguments>,
"actuator": <actuator>

}

OpenC2 “action”

scan

locate

query

deny

contain

allow

start

stop

restart

cancel

set

update

redirect

create

delete

detonate

restore

copy

investigate

remediate

OpenC2 “target”

Artifact

Command-ID

Device

Domain-Name

Email-Addr

Features

File

IDN-Domain-Name

IDN-Email-Addr

IPv4-Net

IPv6-Net

IPv4-Connection

IPv6-Connection

IRI

MAC-Addr

Process

Properties

URI
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RECONFIGURATION WITH OPENC2

Trigger 
reconfiguration

Reconfiguration 
Cortex responder

Infrastructure systems

Course of Action

OpenC2 Cortex 
responder

OpenC2 compatible 
system

OpenC2 proxy

OpenC2 commands

OpenC2 commands

OpenC2 commands

Reconfiguration scripts

Reconfiguration scripts

Other systems


